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1. IEJTA OCBOEHMSI 1M CLIUIIJIMHBI (MOYJIST)

1.1 | @opMmupoBaHHEe KOMIIETEHIHIT B 00J1acTH cucTeMHoro agMuHIcTpupoBanns Windows 1 Unix mogoOHBIX OIeparimoOHHBIX
CHCTEM, CEPBEPHBIX HHPOPMAITMOHHBIX CHCTEM ¥ 00JIa4HBIX CEPBHCOB.

2. MECTO JUCHUIIJINHBI (MOAYJIA) B CTPYKTYPE OBPA3OBATEJIbHOU ITPOI'PAMMBbI

Hukn (paznen) OIT: | b1.B.04

3. KOMIETEHIIMU OB VYAIOIIETOCSsl, §OPMHUPYEMBIE B PE3YJIbTATE OCBOEHMSI JUCLUILJINHbBI
(MOJLY.1sT)

IIK-3 CnocobeH HacTpauBaTh, IKCILTyaTUPOBATh M COMPOBOXKAATH MH(DOPMAIIOHHBIC CHCTEMBI U CEPBUCHI

[IK-3.2 TIpoBoaut ayaut KoHGUTypauu HHPOPMALUOHHON CUCTEMBI, BHIIOIHSET PeriIaMEHTHBIE PaboThI IO conpoBokaeHUI0 VIC

I1K-3.3 YcraHaBnuBaeT, HACTPAMBACT U BBOAUT B DKCILTYaTAIlUIO CEPBEPHBIC HH(POPMAITMOHHBIC CHCTEMBI U 00JIaYHbIC CEPBHCHI

IIK-5 CriocobeH BBITONHATE CEPBUCHOE OOCITy)KHBaHNE HHPOPMAIIOHHBIX CHCTEM

TIK-5.1 BeisgBnsieT u ycTpaHseT omnOKky KoHGUTrypaunu HHQOPMalMOHHO-KOMMYHHUKALMOHHBIX CHCTEM

ITK-5.2 [IpexoTBpamaet MoTepy U MOBPEXKICHIUS TaHHBIX B CCPBEPHBIX HH(POPMAIMOHHBIX CHCTEMaX M CHCTEMaX XPaHCHUS
JTAHHBIX

06.026. IIpodeccuonanpuplii cranaapt "CUCTEMHBIN AIMUHUCTPATOP HNH®OPMAIIMOHHO-
KOMMYHHUKAIIMOHHBIX CUCTEM", yrBep:a¢HHbli NpuKka3oM MuHHCTEPCTBA TPY/AAa U COLUAILHOM 3alIUThI
Poccuiicko ®@eaepanun ot 29 centadps 2020 r. N 680u (3aperucrpupoBan MunuctepcTBoM wctunuu Poccuiickoii
®enepauun 26 oktsadps 2020 r., perucrpannouubiii N 60580)

ITK-5. B. O6cnyxuBanne HHPOPMAaIHOHHO-KOMMYHHKAITMOHHON CHCTEMEI
B/02.5 O6ecneuenne paboOTEI TEXHUUECKHUX U IPOTPAMMHBIX CPEICTB HH(POPMAITMOHHO-KOMMYHHKAIIMOHHBIX CHCTEM

[IK-5. C. O6ciyxiBaHHE CETEBBIX YCTPOHCTB MH(OPMaMOHHO-KOMMYHHUKAIIMOHHOH CHCTEMBI
C/03.6 Pa3paboTka I1aHOB Pe3epBHOTO KOIMMPOBAHNS, apXUBHPOBAHHS 1 BOCCTAHOBIICHHUS KOH(PHUTYpaIHii CETEBBIX YCTPONHCTB
UH()OPMAITOHHO-KOMMYHUKAIIUOHHBIX CUCTEM

B pe3yabTarte 0ocBOEHHMS AUCHUILIMHBI (MO1YJ151) 00YUYaIOLIMIiCS 10KEH

3.1 |3narTh:

3.1.1 | aTansl pemeHus 3aJa4 CUCTEMHOTO aIMUHUCTPUPOBAHUS;

3.1.2 | BuzBI yrpo3 6€30MacHOCTH;

3.1.3 | cpexcTBa, MEPONPHUATHS U HOPMEI 00€CTICYCHHSI 0€30MTaCHOCTH HH(OPMAIIMOHHEIX CHCTEM;

3.1.4 | ocHOBHBIE CHCTEMBI YIIPABJICHUS CaliTaMu;

3.1.5 | cocraB cTaHaapTHBIX HHCTpyMeHTOB aaMuHucTpupoBanus OC cemeiictBa Windows n OC Linux.

3.2 | YmeTh:

3.2.1 IIPUMECHATH HAa MPAKTUKE CTAHAAPTHBIC CPEACTBA a IMUHHUCTPUPOBAHUA OIICPAIITMOHHBIX CUCTEM,

3.2.2 NPUMCHATDH TCXHOJIOI'MU BOCCTAHOBJICHUSA JaHHBIX;

3.2.3 | mpUMEHSTh TEXHOJIOTHH PETUIMKALIUY JaHHBIX;

324 YCTaHaBJIMBATh U HACTPAUBATL CUCTCMbI YIIPABJICHU CaﬁTaMH;

3.2.5 | ycraHaBIUBATh M HACTPAUBATh OONAYHbBIE CEPBUCHL.

3.3 | Baagern:

3.3.1 | HaBbikamMu 0OHOBIICHHE IPOrPaMMHBIX KOMITOHEHTOB CHCTEMEI, BKIIFoUast miatopmy 1 C:IIpeanpustre n npukiaHeie
peleHus;

3.3.2 | HaBBIKAMU MTOIKITIOYEHHS M aIMHHACTPHPOBAHHS CETEBOTO 000PYTOBAHHUS;

3.3.3 | uMeeT OIBIT pa60TBI C CE€TCBBIMU JUATHOCTUYCCKUMH CPCACTBAMH, KOTOPHIC IMMTO3BOJIAIOT YCTPAHATH HECIIOJIAAKH B
KOMIBIOTEPHBIX CCTAX;

3.3.4 | omreITOM paboTHI CO CPENCTBAMH TIOACPHKKH OE30ITACHOCTH TAHHBIX U 3alUTH CHCTEMBI OT BHEITHHUX yrpo3.

4. CTPYKTYPA U COAEPKAHUE JUCHUIIJIMHBI (MO YJIA)

Kon HanmeHnoBaHue pa3/iesioB U TeM /BHJA 3aHATHSA/ Cemectp | Yaco | Ilpumeuanue

3aHATHSA / Kype

Paznen 1. BBeneHne B KOMIIbIOTEPHbIE CETH

1.1 Beenenue B komnbiotepHbie cetd. OcHOBBI TexHonoruu Ethernet. Ctex 6 2
nporokonioB TCP/IP. IP-aapecanus /JIex/

1.2 Cpensl nepenaun Aanubix. Ctangaptel EIA/TIA. AnroputMbl paboThl MOCTOB, 6 2
KOMMYTaTOPOB U MapIIpyTH3aTopoB. /JIex/

1.3 CepsepHoe nporpamMmMHOe obecrieuenue /Jlex/ 6 2




1.4

Certessle ciyx651 DHCP 1 DNS. Cyx0b! dyHKIIHOHNpOBaHUS Active
Directory /JIex/

1.5 Be6-cnyx0b1. [Ipokcu-cepBepa. DaiinoBeie cepsepa /JIex/
1.6 AIMHUHUCTpHpOBaHHE (ailIOBBIX cUCTeM U 0a3 naHHbBIX /JIek/
1.7 Pacnipenenennbie MHGOPMAIMOHHBIC CHCTEMBL. THITBI 00JIAYHBIX
BEIYHCICHUH. /JIex/
1.8 ITorck u quarHocTrka omuOoK. ba3oBast Mojesb OMCKa OIIMOOK, 3a1a4d 1
mpoOJieMbl KoHbHUTypanuu. /JIex/
1.9 AIMUHHUCTPHUPOBAHHE IIEHTPOB 00paboTKH AaHHbIX /JIex/
1.10 OpraHu3anys ¥ yrpaBlIeHHE CepBEpaMH B KOPIIOpaTUBHON ceTh /JIex/
1.11 Bupryansasre uactasie cetdt (VPN): npuaIun pabots! u npuMmeHerue. /JIex/
1.12 VYnpaeienue 6e3omnacHocThio ceth (aiiepronsl, VPN, IDS/IPS). /Jlex/
1.13 CeteBas MapIIpyTH3aIHs: OCHOBHBIE alTOPUTMBI U METOABI /JIex/
1.14 VYnpasnenue cetsto: SNMP, NMS, monutopusr tpaduka /Jlex/
1.15 Beenenue B komnbroTepHbie cetu /T1p/ [IpakTnueckas
ITOATOTOBKA
1.16 OcHoss! Texnonorun Ethernet /TIp/ IIpakTuueckas
MOATOTOBKA
1.17 Crex npotokono TCP/IP. IP-aapecanus /TIp/ [IpakTrueckas
ITOATOTOBKA
1.18 CepsepHoe niporpamMmmHoe obecriedenue /TIp/ [IpakTrdeckas
MOJTOTOBKA
1.19 Certessle ciyx651 DHCP u DNS /TIp/ IIpakTuueckas
HO/ITOTOBKA
1.20 Cayx0b1 pynknuonupoBanus Active Directory /TIp/ [pakTrdeckas
MTOATOTOBKA
1.21 Be6-cmyx051. [Ipokcu-cepsepa. Daiinoskie cepsepa /T1p/ [IpakTnueckas
MOATOTOBKA
1.22 BHeapeHue u HacTpoiika 00JauHbIX cepBUCOB. /TIp/ [IpakTrueckas
ITOATOTOBKA
1.23 IMonxroueHre HPOPMAIIMOHHON CHCTEMBI K Y3ITy OIiepaTopa CBs3H [IpakTnueckas
Mp/ MOJrOTOBKA
1.24 Be6-cmyx051. [Ipokcu-cepsepa. Daitnoseie cepsepa. /I1p/ [IpakTnueckas
HO/ITOTOBKA
1.25 Jlormueckast aIMAHICTpANNs JOMCHHBIX CHCTEM. AHaIN3 M HACTPOIKa IpakTHyeckas
6e3omacHoctw. /TIp/ MOJITOTOBKA
1.26 Opranauzanus KOpIopaTuBHOTO cepBepa Ha 6aze linux /IIp/ [IpakTnueckas
MOATOTOBKA
1.27 Vnpasnenue 6e3onacHocthbio cetr (daiiepsonsr, VPN, IDS/IPS). /TIp/ [IpakTrueckas
ITOATOTOBKA
1.28 Pa3BepTeIBaHME M HACTPOKKA OecTpoBOIHEBIX cetelt /JIex/
1.29 Pa3BepThIBaHME U HACTPOIKa OecpoBonHbIX cetert /ITp/ IIpakTuueckas
HO/ITOTOBKA
1.30 JlmarHocTuKa 1 pereHne npoodiieM ceteBoro coeanHenus /Ip/ IpakTHyeckas
MTOATOTOBKA
1.31 PaGota c ceteBbIMHE yeTpoiicTBamu yrpasieHus (SNMP, NMS). /TIp/ IIpakTuueckas
MOATOTOBKA
1.32 Vcnonp30BaHUE CETEBBIX YTHIIUT LI aHanu3a tpaduka /IIp/ IpakTHyeckas
ITOATOTOBKA
1.33 Hactpoiika kaHaI0B CBS3H U MapIipyTH3auy JaHHbIX. /T1p/ [IpakTnueckas
MOJTOTOBKA
Pa3zzgen 2. CucTeMHOE aIMAHUCTPUPOBAHME
2.1 Cuctemsl ynpasienus caiitom (CMS). /JIex/
2.2 CucTeMbl BUICOKOH(EPEHIINH.
/JTex/
23 CucTeMbl OpraHU3alyy JUCTAHIIMOHHOro 00y4eHHs U TecTHUpoBaHus. /JIex/
2.4 CucTeMBbl yIaIeHHOTO IOCTYIA U yrpasienus /Jlek/




2.5

VYrpapieHue NONb30BaTENIIMH U IPYNIIaMH B KOPIIOPaTUBHOM ceTH. /JIex/

2.6 ABTOMaTH3aLMs IPOLIECCOB aIMUHUCTPUPOBAHUS C UCIIOJIb30BAHUEM
CKPHUITOBBIX SI3BIKOB. /JIek/
2.7 OCHOBBI IIOCTPOCHHUS M TIPHHITUITEI paboTh! OectipoBoaHbIX cetelt Wi-Fi. /JIex/
2.8 Software-Defined Networking (SDN): koHuenuus u npeumyuiectsa. /Jlex/
2.9 KypHanupoBaHue U ayIUT CHCTEMHBIX JIEHCTBHI: IPUHIAITBI 1 METOMBL.
/JTex/
2.10 VYrpapneHue 0OHOBIEHUAMH U NTaTYaMU ONEPAI[MOHHBIX cUCTeM. /JIek/
2.11 MonuTopuHT U ynpasieHue pecypcamu cepepoB: CPU, namsiTh, TuckoBoe
mpocTpancTBo. /JIex/
2.12 MOHHTOPHHT 1 aHAIIN3 TPOU3BOUTEIIFHOCTH cepBepoB. /JIex/
2.13 Anonumm3anus B riodansHoi cetd. OBepieiinas cetb Tor. CamocTosiTenbHOe
H3y4YeHHEe TeopeTHIecKoro Marepuana. /JIex/
2.14 Cuctemsl ynpasienus caiitom (CMS). Yeranoska CMS Wordpress. OcHOBHOM [IpakTnueckas
¢yaxnnonan. Pabora ¢ mabmonamu. /Tlp/ HOATOTOBKA
2.15 Cuctemsl ynpasinenus caiitom (CMS). Yeranoska CMS Joomla. OcHOBHO# [IpakTnueckas
¢ynkunonan. CucteMa OTIaKH OIMIUOOK. MOJTrOTOBKA
BcerpoenHnast modToBast cucteMa. MoIyiu Il paciIupeHHBIX HacTpoek. /I1p/
2.16 Cuctemy ynpasnenus caiitom (CMS). 1C-burpukc. Coznanne [IpakTnueckas
IIpOrpaMMHUPYEMbIX MOIyIeH U mabIoHOB KoHTeHTa. /IIp/ HOATOTOBKA
2.17 Cucremsl BueoKoH(pepeHIMil. YcTaHoBKa U HacTpoiika BigBlueButton. /TIp/ IIpakTuueckas
MOJTOTOBKA
2.18 CucteMsbl BUIeoKOH(pepeHIni. YcTaHOBKa 1 HacTpoiika Jitsi. /TIp/ [IpakTrveckas
MTOATOTOBKA
2.19 WHCcTpyMeHTHI aHaNHM3a ceTeBoro Tpaduka /JIex/
2.20 Mertoas! U cpezicTBa obecnedeH st MH()OPMAIIMOHHOH 0€30MaCHOCTH YIaJICHHOTO
B3aumonercTus. /JIex/
2.21 WHCTpyMEHTHI aHaM3a MexceTeBoro Tpaduka. Hactpoiika MexxceTeBBIX IIpakTuueckas
skpanoB. /IIp/ MOJrOTOBKA
2.22 AHanu3 ys3BUMOCTeN HH(OPMAIMOHHBIX CHCTEM U BBIYHCIUTEIBHBIX IIpakTuueckas
cereid. /TIp/ MOIATOTOBKA
2.23 MexaHU3MBbl IPOKCUPOBAHUS. TEXHOIOTMU BUPTYAIbHBIX 3alUILEHHbIX KaHAIOB [IpakTuueckas
ceszu. /Tp/ MOJITOTOBKA
2.24 MOHHTOPHHT U aHAJIN3 TPOU3BOIUTEIHLHOCTH cepBepoB /TIp/ IIpakTuueckas
MOATOTOBKA
2.25 Pe3epBHOE KOMTUpPOBaHNE JAHHBIX U BOCCTAHOBJIEHUE CUCTEMHBIX 00pa3oB. /I1p/ [IpakTuueckas
HOJTrOTOBKA
2.26 IMonroroBka goknaaa o reme "Co3naHue U MPoBeIcHHE KOH(GEPEHITHH. [IpakTrueckas
IIpobnema ayauo-sxa u ee pemenue". /T1p/ MTOATOTOBKA
2.27 ABTOMaTU3a1ys IPOLIECCOB aIMUHUCTPUPOBAHUS C UCIIOJIb30BAHUEM IIpakTuueckas
CKPHIITOBBIX SI3bIKOB. /I1p/ MOJTrOTOBKA
2.28 MOHUTOPHHT U yIpaBileHue cucteMaMu BupTyanuzamuu (VMware, Hyper-V). [IpakTrueckas
Mp/ MOJITOTOBKA
2.29 Hactpoiika u o6cimyknBaHue moutoBbix cepBepoB (Exchange, Postfix). [IpakTnueckas
Mp/ MOJrOTOBKA
2.30 VYrpasnenue cepruduxaTaMu 6€30IMacHOCTH U MIH(POBaHUEM JaHHBIX. IIpakTuueckas
Mp/ [MOJITOTOBKA
2.31 PasBepTriBanue U ynpasieHue konternepusaiuei (Docker, Kubernetes). [IpakTrueckas
Mp/ MOJITOTOBKA
2.32 WHTerparust 06J1a9HBIX CEPBUCOB B KOPIOPATHBHYIO HHGpacTpyKTypy. /I1p/ IIpakTuueckas
MOATOTOBKA
Pa3gen 3. CamocrosiTesibHasi padoTa
3.1 Baenenne B kommbrotepHble ceTi. OcHOBHI TexHOonmoruu Ethernet. Crek
nporokonoB TCP/IP. IP-anpecamnust. [IonroToBUT JOKJIAA M MPE3CHTANIO HA
TeMy ceTeBbIX TexHonorui. /Cp/
32 CepsepHoe nporpamMmmHoe obecrieuenue. [1oAroToBUTh AOKJIAA U NPE3CHTALIUIO

Ha TCMY THIIbI, BUIABI 1 (byHKL[I/IOHaJ'ILHLIe BO3MOXXHOCTH
COBPEMECHHBIX CEPBEPHBIX ONEPAITUOHHBIX CUCTEM.

/Cp/




33 Certessle ciyx651 DHCP 1 DNS. Cyx0b! dyHKIIHOHNpOBaHUS Active 6 6
Directory. ITonroroButs qokna u npe3eHTanuio Ha temy "Obecnieuenue paboTs
JIOKaJIbHBIX W TII00aJIbHBIX TPYIIN Iojb3oBaTeneid. Bosmoxkaoctn LDAP u Active
Directory". /Cp/

34 YTpo3sl U ySI3BUMOCTH OeCIIPOBOIHBIX ceTeil. CaMoCToATeIbHOE H3yICHHUE 6 6
TeopeTryeckoro Matepuaia. /Cp/

3.5 Be6-cayx0b1. [Ipokcu-cepBepa. DaitnoBbie cepBepa. [1oqroToBUThH MOKIAI U 6 6
MPE3CHTAINIO Ha TeMy BO3MOXkHocTel cepBepHoro I10 skocuctemsr Linux. /Cp/

3.6 IIpaktuueckas peanuzauus VPN-cepsepa. YcranoBka u Hactpoiika VPN- 6 8
cepsepa. /Cp/

3.7 Iounck u n3yyeHue ysi3BUMOCTel HysaeBoro aAHs. CaMOCTOSTEIbHOE U3yUEHUE 6 6
TeopeTryeckoro Matepuaia. /Cp/

3.8 AJMHHUCTPHPOBAHKE KOMMYTAIIMOHHOTO 000pyI0BaHMs. ATMUHHCTPUPOBAHNE 6 8

KOMMYTaTOpPOB M MapuIpyTH3aTopoB. CaMOCTOSATEIFHOE H3yICHHUE
TeopeTuueckoro Matepuana. /Cp/

39 OYHKIMOHUPOBAHUE CUCTEMBI YIPaBIeHUs] HUH(OPMALMOHHON 0€30acHOCTHIO 6 5
xopropatuBHbix UC (KM C). Ayaut u Mouutopusr 6e3onacHoctu KUC. /Cp/
3.10 CucteMsl BuieokoH(pepeHui. [ToAroTOBUTh BUPTYATBHYIO MAIIUHY H 7 10

yctaHoBuTh BigBlueButton. HactponuTs 1 mpoBecTr 1eM0 KOH(EPEHITHIO.
IMoaroroBuTh HAOOP MHCTPYKLUH U IIPE3EHTAIMIO 110 IpoAeTaHHoH pabore. /Cp/

3.11 Cuctemsl ynpasnenus caiittamu (CMS). [1oAroToBUTH BUPTYaTIbHYIO MAIIMHY U 7 10
yctanoBuTh Drupal. [ToarotoBuTh BeO-caliT Ha CBOOOAHYIO TeMy. MuUHUMYM 20
ctpanuil. [TonroToBUTH Mpe3eHTAIHIO TI0 TpojieIanHol padote. /Cp/

3.12 IToaroToBUTE BUPTYyaTbHYIO MAIINHY U yCTaHOBHTS Jitsi. HacTponTs n nmposectn 7 10
nemo koHdpepeHuuto. [1oaroroBuTs HaOOp HHCTPYKLUI U PE3EHTALUIO 110
IIPOZIeJIaHHOM paboTe.

/Cp/

3.13 [ToAroToBUTE BUPTYaIbHYIO MAIIMHY U ycTaHOBHUTE phpbb. [ToaroroButs 7 8
IIPe3eHTAaIHIO 110 IpoAenaHHoi pabdore. /Cp/

3.14 Cuctemsl ynpasinenus caiitom (CMS). I1oAroToBUTs BUPTYaIbHYIO MAIIUHY U 7 7
ycranoButh Wordpress. [TonroroButs BeO-caliT Ha cBOOOAHYIO TeMy. MUHIMYM
20 crpanutl. [ToATOTOBUTE NPE3EHTAIHIO TI0 MPOJETaHHOH padorTe.

/Cp/

3.15 Kommepueckue ananoru cucreM BuaeoKkoHpepenuii Zoom, Microsoft Teams. 7 8
Hactpoiika. Orpannyenus. Beioop ontuMaibHOro BapuanTa. [IonroToBUTh
JIOKJIa]T Ha TEMY CPaBHUTENBHBINA aHAIM3 CUCTEM BHIeokoHDepeHmid. /Cp/

3.16 Oobecmieuenne kpunTorpaduaeckor 3amuTel HHGopMarmu. CaMoCTOsTEIFHOE 6 6
n3y4eHHe TeopeTudeckoro marepuana. /Cp/

3.17 TexHonoruu BupTyanuzanuu. IIporpaMMHbIe CpeCcTBa BUPTYaIU3aLUu. 6 6
CaMocTosiTennbHOe N3ydeHUE TeopeTHIecKoro Marepuana. /Cp/

3.18 TexXHONOrMH BUPTYAIbHBIX 3alMIICHHBIX KaHAJIO0B cBs3H. /Cp/ 6 8

3.19 AHoHnMm3anus B rnodansHOl ceth. [Ipoekt JAP. CamocTosTensHOE H3ydeHne 6 8
TeopeTryeckoro Matepuaia. /Cp/

3.20 IlepBuyHas HacTpoiika JOMeH-KoHTposuiepa. /Cp/ 7 8

3.21 O030p COBpEMEHHBIX CHCTEM yIpaBlieHHs Oe3omacHocThio. CocTaBieHNne 7 6
AHHOTHPOBAHHOTO Karaiora. /Cp/

3.22 Pa3pabotka koHHUTypanuu MexxceTeBoro 3kpaxa. /Cp/ 7 6

3.23 BesonachocTh cuctemsr UNIX mpu padore B cetu. [Tonroroska aoknana. /Cp/ 6 6

Pasnen 4. KonTakTHbIE Yachl HA aTTECTAIMIO

4.1 3auér /KD/ 6 0,15

42 Ox3amen /KD/ 7 2,3

5. OHEHOYHBIE MATEPHAJIBI

OlieHOYHBIE MaTepHaIbl IS IPOBEICHHS POMEKYTOYHOM aTTeCTallui O0YYAIONIMXCS TPHUBEICHBI B MPHIOKEHUH K
paboueii mporpaMme TUCTIUTUTAHBL.

CDOpMI)I " BHUJBI TEKYHIETO KOHTPOJIA IO JUCHUIIIINHE (MO,HyHIO), BHUbI 3a[1aH1/1171, KPpUTEPUU UX OLCHUBAHUS,
pacnpezenenne GaIoB MO BUAAM TEKYIIEro KOHTPOJIS pa3pabaThIBAIOTCS MPEMOAaBATEIEM IUCIUILIMHBI C YIETOM ee CelnbUKU 1
JIOBOJISITCS JIO CBEJICHHS 00YJaONIMXCsI HA TIEPBOM YICOHOM 3aHSATHH.




Texymmii KOHTPOIb YCIIEBAEMOCTH OCYILECTBIISETCS IMperofaBaTesieM JUCIHUIUIMHBI (MOXYNIs) B paMKaX KOHTAKTHOM

pa60TI>I U CaMOCTOSATEJIbHOM pa60TI>I 06y‘IaIOLLII/IXC$I. ZIJ'ISI q)HKCHpOBaHPIH PE3YIBTATOB TCKYIICTO KOHTPOJIA MOXET UCIIOJIb30BaTHCA

OHOC.

6. YAEBHO-METOJUYECKOE U HTH®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJINHBI (MOAYJISA)

6.1. PexomeHnayemas JiuTepaTypa

6.1.1. OcHoBHas 1UTEpPaTypa

ABTOpBI, COCTABUTENU 3arnaBue W3natensc On. agpec
TBO, TOJL
JI1.1 |baces E. A. CucteMHOE aIMUHUCTPHUPOBAHUE U HH(POPMALIUOHHAS HoBocubu }//e.lanbook.com/book/11
0e30macHOCTh: ydeOHOe MocooHe pCK :
HI'TY,
2018
6.1.2. JlonosiHuTEIBHAS JIUTEPATYPA
ABTOpBI, COCTABUTEIIH 3arnasue W3pnarensc On. aapec
TBO, TOXL
JI2.1 [Mup3zosa . 1. ITpakTr9eckoe MpUMEHEHHE CHCTEMHOTO Mocksa :  [//e.lanbook.com/book/26
apmuHKCTpHpoBaHuA. Y. 1: yueOHO-MeTOqHIECKOE TOCOOUE PTY
MUPDA,
2022

6.2 UndopmannoHHbIe TEXHOJIOIHH, HCII0JIb3YyeMble IIPU OCYLIEeCTBICHHH 00Pa30BaTe/IbHOIO NIPOLecca 110 JUCHHILINHE

(Mony.J10)

6.2.1 IlepeyeHb JMIIEH3UOHHOI0 H CBOOOJHO PACHPOCTPAHAEMOI0 IPOrPAMMHOI0 o0ecniedeHust

6.2.1.1

Microsoft Office 2016 Professional Plus (ITaket mporpamm Word, Excel, Access, PowerPoint, Outlook, OneNote,
Publisher)

6.2.1.2

Microsoft Office 365 Pro Plus - subscription license (12 month) (ITaket mporpamm Word, Excel, Access, PowerPoint,
Outlook,

6.2.1.3

OneNote, Publisher, Skype for Business, OneDrive, SharePoint Online)

6.2.14

Microsoft Windows 10 Education

6.2.1.5

XnView

6.2.1.6

Apxusarop 7-Zip

6.2.1.7

[IporpamMmHast cucteMa Juist 0OHapY>KEHUS TEKCTOBBIX 3aMMCTBOBAaHHI B YU€OHBIX M HAY9IHBIX paboTax
«Antnmnaruat.BY3»

6.2.2 TlepeuyeHb MpogrecCHOHATBLHBIX 623 TAHHBIX H WH()POPMANHOHHBIX CIPABOYHBIX CHCTEM

6.2.2.1

Wndopmanmonnas cnpaBounas cuctema Texakenept https://tech.company-dis.ru

6222

Wndopmarmonnas cupasounas cucrema "['apant” http://www.garant.ru

6.2.2.3

baza nanneix ['ocymapcTBeHHBIX cTaHAapTOB http://gostexpert.ru/

6.2.2.4

OnexTpoHHO-OnbIMoTeyHas cucrema "Jlans" https://e.lanbook.com/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCHUIIJIMHBI (MO YJISA)

7.1

YaeOHble ayAUTOPUH AT IPOBEICHHS 3aHATHI JIEKLIMOHHOTO THIIA, YKOMIUICKTOBAHHBIE CIIELUAIN3UPOBAHHON MEOEbI0
U TEXHHYECKUMH CPEICTBAMH OOYICHUS: MyJIbTUMEIUIHOEC 000pYIOBaHUE JUIS IPEIOCTABICHUS yIeOHON HH(pOpMaUH
OOITBIIION ayIMTOPUH W/ 3BYKOYCHIIMBAIOIee 000py0BaHNE (CTAIIMOHAPHOE HITH MIEPEHOCHOE).

7.2

VYaeOHBIe ayTUTOPHH JUTS TIPOBEICHHUS 3aHATHH CEMHHAPCKOTO THIIA, TPYIITOBEIX U HHAWBHUIYaIbHBIX KOHCYIIBTAIIHH,
TEKYIIETO KOHTPOJSL U TPOMEKYTOUHOH aTTeCTAINH, YKOMIUIEKTOBAHHbIE CIICI[HATN3NPOBAHHON MEOENBI0 1
TEXHUYECKUMH CPeJICTBaMU 00yUEeHUs: MyAbTUMEAUHHOE 000PYIOBaHIE W/UITK 3BYKOYCHIINBAIOIIee 000pyIOBaHUE
(cTanimoHapHOE MM TIEPEHOCHOE).

7.3

IomenieHust 11 CaMOCTOSTENIFHOM PaOOTHI, OCHALLICHHBIC KOMIIBIOTCPHOM TEXHUKOI ¢ BO3MOXKHOCTBIO OIKITFOUCHUS K
cetn "MHTEepHET" M 0OecIIeYeHNeM JIOCTYIA B JIEKTPOHHYIO HH(OPMAIIMOHHO-00Pa30BaTEeIbHYIO CPEIy YHHBEPCHUTETA.

7.4

INomenieHust a1 XpaHeHHUs ¥ MPOGUIAKTHIECKOr0 00CITy)KHBaHHs Y4eOHOr0 000PYIOBaHUSL.

1.5

JlabopaTopuu, OCHAILIICHHBIC CIIEHATBHBIM Ja00pATOPHBIM 000PYIOBAHUEM: KOMITBIOTEPHON TEXHUKOW C YCTAHOBJICHHBIM
10, a Takke ¢ BO3MOXKHOCTBIO TIOAKITIOYCHHUS K ceTH "MHTepHeT" 1 00ecieYeHueM JOCTYIIa B AJIEKTPOHHYIO
MHPOPMAITMOHHO-00pa30BaTENFHYIO Cpelly YHUBEPCUTETA




[Tpunoxenue
K paboueii mporpaMMe AUCIHUILTAHBI

OLIEHOYHBIE MATEPHAJIBI JIJISI TPOMEKYTOUYHOM ATTECTALIMA
MO JUCLHUIIJIMHE (MOJYJIIO)

CucreMHOe aIMUHUCTPUPOBAHUE

(HaumeHosanue OUCYUNTUHBL(MOOYVI5)

Hamnpapnenue moaroToBKy / CieUaibHOCTh

09.03.03 IlpuxnagHas uHGpOpMATUKA
(k00 u HaumeHosaHue)

HanpasnenHocTs (11podhuiis )/crienuani3anus
VYnpasnenue uuppoBoil HHGPACTPYKTYPOH OpraHu3aLun

(naumenosanue)



Coneprxanue

IlosicHuTenpHas 3amucka.

TunoBsle KOHTPOJIBHBIE 33JaHUS WK UHBIE MaTepHalIbl Ul OLIEHKHU 3HAHUN, YMEHHH, HaBBIKOB U (HJIN)
OIIbITA AEATEJILHOCTH, XapaKTEPU3YIOIIHUX YPOBEHb C(HOPMUPOBAHHOCTH KOMIIETEHIIUH.

Metoanyeckre MaTepHaibl, ONPEACSIONINe TPOLUEAYPY U KPUTEPHH OLIEHUBAHUA COPMHUPOBAHHOCTH
KOMIIETCHIIUH MPH NIPOBEACHUH IIPOMEKYTOYHOM aTTECTALMH.



1. llogcHuTEILHAA 3aIUCKA
[lens MPOMEKYTOUHOW aTTECTAlMH — OIEHWBAHHME MPOMEKYTOUHBIX M OKOHYATEIIbHBIX PE3YJIbTaTOB
o6yquM51 10 JUCHUIIIINHE, O6€CH€‘-II/IB3,IOH_[I/IX JOCTHUIKCHUC HHaHI/IpyCMBIX pCSYHBTaTOB OCBOCHUA
00pa3oBaTebHON MTPOTPAMMBI.

DopMbI IPOMEKYTOUHOM aTrTecTaluu: 6 ceMecTp — 3a4€T, 7 CEMECTP — IK3aMEH.

Hepeqeﬂb KOMHeTeHHHﬁ, (l)Ole/IpyeMBIX B Ipouecce 0CBOCHUA TUCHUIIJINHBI

Kon WHIANKATOpa JOCTUKECHUA

Kon n HanmeHnoBanue KOMIICTCHIINH
KOMIICTCHIIH

[IK-3: CnocoGeH HacTpauBaTh, SKCIUIyaTHPOBATh M COIPOBOXKAATH HHPOPMAIMOHHbIE
CHCTEMBI U CEPBUCHI

[TK-3.2: [IpoBout ayaur
KOH(UTYpanuu
WHPOPMAIMOHHON CHCTEMBI,
BBITIOTHSACT PETJIaMEHTHBIC
paboTsI o conpoBoxkaeHn0 C

IIK-3.3: YcranaBiauBaer,
HACTpaWBaeT W BBOJUT B
AKCIUTYaTaIHI0 CEPBEPHBIC
WHPOPMAINOHHBIE CHCTEMBI H
00JayHbIe CePBHUCHI

[IK-5: Crioco6eH BBITOTHATH CEPBUCHOE OOCTYKUBaHHE MHPOPMAIMOHHBIX CHCTEM [IK-5.1: BeisiBnsieT u ycTpaHser
OmMOKH KOHPHUTYpaIun
nHpopMannoHHO-

KOMMYHUKAIIMOHHBIX CUCTEM

I1K-5.2: TIpenoTBpaiiaer norepu
Y MTOBPEKICHHS IaHHBIX B
CepBepHBIX HH(POPMAIIHOHHBIX
cHCTeMaXx U CUCTEMax XpaHeHHs
JIAaHHBIX

Pe3yabTaThl 00yyeHHs 110 AUCHMILIMHE,
COOTHECEHHbIE ¢ IVIAHUPYEMBIMH pPe3yJibTaTaMH 0CBOCHHSA 00pPa30BaTeJILHOM NPOrPAMMBI

Kon 1 HanMeHOBaHME MHIUKATOpA O1eHOYHEIE

JOCTHXCHUA KOMIICTCHIIMN

PesynbTarel 00yueHus IO JUCIUILTNHE

MaTepHabl

[IK-3.2: IlpoBoguT ayouT KOH(HUTYpauu
WHQOPMAIMOHHOW CHUCTEMBI, BBITIONHSACT
periaMeHTHbIE PabOTHI IO CONPOBOXKICHHIO
nuc

OOyyaronuiics 3Haer:

OCHOBHBIC CUCTEMBI YIIPABJICHUS CaliTaMH;
COCTaB CTaH}lapTHBIX HHCprMeHTOB a}IMI/IHI/ICTpI/IpOBaHI/Iﬂ
OC cewmetictea Windows n OC Linux.

Bompocsr 1-15

OOyyaroniuiicst ymeer: 3ananue 2
IIPUMEHATH Ha IIPAKTUKE CTaHJIAPTHHIC CcpeacTtBa
AIMHUHUCTPUPOBAHUA OTIICPALNUOHHBIX CUCTEM;

OOyyaronuiics BJiajieer: 3ananue 6

TIK-3.3: VYcraHaBiuBaeT, HAacTpauWBacT u
BBOJUT B  OKCIUIyaTallMi0  CEpBEpHBIC
WHQOPMALMOHHBIE CHCTEMBI W OOJIauHBIC
CEPBHUCHI

OOyyaronuiics 3HaeT:

OTaIlbl pCIICHUA 3a/1a4 CUCTECMHOTI'O AAMUHUCTPHUPOBAHUS,

Bomnpocs 15-20

OOyyaroniuiicst ymeer: 3anmanue 3
YCTaHABJIMBATh W HACTPAWBATh CHUCTEMBI YIIPABJICHHUS

calitamu;

YCTaHABJIMBATh M HACTPAMBAThH O0JIAYHBIC CCPBHUCHI.

OOyyaronuics BJageer: 3aganue’

IIK-5.1: BwisBiser u ycTpaHsSeT OMMOKH
KOH(UTYypaIuu “H()OPMAITMOHHO-
KOMMYHHUKAIIHOHHBIX CHCTEM

OOyyaronuiics 3HaeT:

BHJBI yTPO3 0€30MaCHOCTH;

3aganue 21-25




OOyyaronuics ymeer: 3ananue 4
MPUMEHSTh TEXHOJIOTMU BOCCTAHOBIICHUS JAHHBIX;

OOyyaronuics BJiageer: 3aganue 8
HaBpikaMu TyONUYHOW Tpe3CHTAIMH Pa3pabOTaHHOTO
MPOTPAMMHOTO TPOAYKTa, HWH(POPMAIIMOHHON CHUCTEMBI,
BeO-CcepBHCa WU MopTajia

[1K-5.2: [IpenoTBpaiaer norepu u OOyuaronuiicst 3HaeT: Bomnpocs 25-30
MOBPEKICHHUS JaHHBIX B CEPBEPHBIX CpencTBa, MEPONPHUATHS HW  HOPMBI  OOeCreYeHHs
MH(POPMAIMOHHBIX CHCTEMaX U CHCTEMaX 6e30macHOCTH HHOOPMAIIMOHHBIX CHCTEM;

XpaHEHUs JaHHBIX OOyyaroniuiicst ymeer:. 3aznaHue 5

TMPUMEHATH TEXHOJIOINH PEINIUKAINU JaHHBIX]

OOyyaronuiics BJIajeer: 3amanue 9

[TpomexyTouHast aTTecTanus (IK3aMeH) IPOBOJAUTCS B OJTHOM U3 clieAyronux Gopm:
1) oTBeT Ha OUIIET, COCTOSIIIUI U3 TEOPETUIESCKUX BOIIPOCOB U MPAKTHUCCKUX 33/IaHUii;
2) BeinoaHenue 3aaanuii B DMMOC yHuBepcureTa.

2. TunoBbiel KOHTPOJIbHBIE 32JaHUS UJIH MHbIEe MATEPHAJIBI /11l OLIEHKH 3HAHMII, yMeHHUIl, HABLIKOB
U (WJIM) ONBITA 1eSITeIbHOCTH, XapaKTePU3YIOUIUX YPOBeHb ¢(pOPMUPOBAHHOCTH KOMIIETEHIIUH

2.1. TunoBbIe BONPOCHI (TECTOBBIE 3a/1aHNs) /IJIsl OLeHKH 3HAHUEBOT0 00pa30BaTe/ILHOI0 pe3yabTaTa

[TpoBepsiemblii 00pa30BaTENbHBIN pe3yNbTaT:

KOIL 1 HAUMCHOBAHUE NHAUKATOPA

OO0pazoBaresbHbII pe3ysbTaT
JOCTHUKCHUA KOMIICTCHIIUU

T1K-3.2: IIpoBogut aymut | OOydJarommiics 3HAeT:

KOH(Urypanun HHPOPMALMOHHON | OCHOBHBIC CHCTEMBI yIIPABICHUS CallTaMH;

CHUCTEMBI, BBLINOJHAET | cOCTaB CTAHJIAPTHBIX MHCTpYMeHTOB agMmuHHcTpupoBanus OC cemeiictBa Windows n OC
pernamMeHTHbIE paboTh mo | Linux.

conpoBoxaeHuo MC

T1K-3.3: VYcranasnupaer, | OOy4arouuiics 3HAET:

HaCcTpanBacT u BBOJUT B | 3Tamel pemeHus 3aJlay CUCTEMHOI0 aIMMHUCTPUPOBAHUS,
JKCILIyaTaI o CEpBEPHBIE
WHPOPMALIMOHHBIE  CHCTEMBI |
00J1aYHbIe CePBUCHI

[IK-5.1: BeisBiseT u ycTpaHser OO6y4aronuiics 3HaeT:
OIIMOKY KOH(PHTYpaIHH BHJIBI yTPO3 GE30MACHOCTH;
HHPOPMAITMOHHO-

KOMMYHHUKAIMOHHBIX CHCTEM
[IK-5.2: TIpenotBpamaet notepu U | OOyJarONIHiACs 3HAET:

TMOBPEKICHUS JAHHBIX B CpeICTBa, MEPOIIPHUATHUS I HOPMBI 00OecTiedeHus 0e30IMacHOCTH HH()OPMAIIHOHHBIX CHCTEM;
CEPBEPHBIX MH(POPMAITHOHHBIX
CHCTEMAaX M CUCTEMAX XPaHEHHUS
JTAaHHBIX

1. Yro o3nauaet abopeBuarypa CMS?
a) Content Management System

b) Creative Media Solutions

c) Computer Management Software

2. Kakyo 3anauy pemaer CMS?

a) YipaBJieHrAE KOHTCHTOM caiTa

b) Coznanue nuzaiina caiita

c¢) Pa3zpaboTtka cepBepHoii yacTu caiiTa

3. Kakue cuctemMbl ynpaBlieHUs] CAliTaMU SBISIOTCS OeCIUIaTHBIMUA?

! TIpuBonarcs THUIOBBIE BONPOCH M 3aganus. OLEHOYHBIE CPENCTBA, NPEAHA3HAYEHHBIE [JIS NPOBEIEHUS AaTTECTALIMOHHOIO
MEPONPUSITHS, XpaHITCA Ha KadeApe B JOCTATOUYHOM JUIs MPOBEACHUS OLICHOYHBIX MPOIEAYP KOJIMYECTBE BapuaHTOB. OICHOYHBIC
CpEICTBa MOJUICKAT aKTyalW3allMd C Y4eTOM Da3BUTHSA HayKd, oOpa3oBaHHS, KyJIbTYPBI, SKOHOMHKH, TEXHUKH, TEXHOJIOTHH H
conuanbHON cepbl. OTBETCTBEHHOCTH 332 HEPACTIPOCTPAHEHHE COACPKAHNS OLIEHOYHBIX CPEACTB CpeAr 00yJaromuxcs YHUBEPCUTETA
HECYT 3aBenyromuii kKapeapoil n mpenoaaBaTenb — pa3padOTIUK OIIEHOYHBIX CPEIICTB.




a) WordPress, Joomla, Drupal
b) Adobe Experience Manager, Sitecore, Kentico
c) Salesforce CMS, Bloomreach Experience Manager, Magnolia CMS

4. Kakue u3 nepeuncieHHbIx CMS SBIAIOTCS caMBIMU NOMYJISIPHBIMU?
a) WordPress, Joomla, Drupal

b) Adobe Experience Manager, Sitecore, Kentico

c) Salesforce CMS, Bloomreach Experience Manager, Magnolia CMS

5. Kakas CMS sBnsercs ydime 11 Co3qaHus HHTepHeT-Mara3nHa?
a) WordPress

b) Magento

c) Joomla

6. Kakas CMS ucnomnb3yetcst Ui CO31aHHsI KOPIIOPATUBHBIX CAUTOB?
a) Drupal

b) WordPress

c) Joomla

7. Kakas CMS nydme Bcero NoaXoIuT U cO3MaHus Oora?
a) WordPress

b) Drupal

c) Joomla

8. Kakue u3 nepeuncienusix CMS moaep kUBaroT MyIbTUA3BIUHOCTE?
a) WordPress, Joomla, Drupal

b) Adobe Experience Manager, Sitecore, Kentico

c) Salesforce CMS, Bloomreach Experience Manager, Magnolia CMS

9. Kakas CMS sBisieTcst caMoii 6e30macHoi?
a) Drupal

b) WordPress

c) Joomla

10. Kakast CMS nyuriie Bcero moaXoauT JJIsl CO3IaHUs CallTa-BU3UTKH?
a) WordPress
b) Drupal
c) Joomla
11. Yto BXOAMT B COCTAB CTAHJAPTHBIX HHCTPYMEHTOB agmuHucTpupoanus OC Windows?
a) lucnieruep 3axa4, [IpoBoauuk, bpaysep Internet Explorer
b) Komanmnas ctpoxka, Aucrerdaep ycrtpoiicTs, [lanens ynpaBieHus
¢) Skype, Microsoft Office, Adobe Photoshop

12. Kakoit uactpymenT B OC Windows HCTIOIB3yeTCs U CO3IaHMs U HACTPOMKH ITOJIb30BaTENCH U TPy’
a) [lucrieTdep ycTpoHCTB

b) [Tanens ynpasneHus

C) YdeTHbIe 3aKCH MOJIb30BaTeNeH U TPy

13. Kakoit nactpymenTt B OC Linux ucmons3yercs A yIpaBIeHUs TaKeTaMH IPOrpaMMHOTO obecrieueHus?
a) /lucrieTuep makeToB

b) ITpoBoHUK

¢) Komannnas crpoka

14. Kaxoit nactpyment B OC Linux ncrons3yercs Aiisi HAaCTPOHKH CETEBBIX MTapamMeTpoB?
a) NetworkManager

b) ducneruep ycTpoiicTs

c¢) [Tanens ynpaBneHus

15. Kakoit nactpyment B OC Windows HCHIOIB3yeTCsl I Pe3epBHOTO KOMMPOBAHUS JaHHBIX ?
a) /lucrieraep QUCKOB

b) ITpoBoHUK

¢) CpencTBo pe3epBHOTO KOTMMPOBAHKS W BOCCTAHOBIICHHS

16. Kakoii n3 nepe4rcieHHbIX 3TaroB pelIeH s 331a4 CUCTEMHOT0 aIMUHUCTPUPOBAHUS SIBJISIETCS EPBBIM?
a) AHanm3 npoOJieMbl

b) [TnannpoBanue penieHus

c) Peanusanus pemenus




17. Kakoii Tamn penieHus 3a1a4 CMCTEMHOTO aJIMAHUCTPUPOBAHUS MPEAIIONAracT BEIOOP ONTUMAIBHOTO PEIICHUS U €0 JeTallbHOES
omnucanue?

a) AHanu3 npoOJsIeMbl

b) [maHupoBaHKe penieHus

¢) Peammsanms pemeHus

18. Kakoii n3 nepeyrcIIeHHBIX 3TallOB PeIeHHs 3a4a4 CHCTEMHOTO aIMUHUCTPUPOBAHHUS BKIIIOYAET B ce0s IPOBEPKY
NPaBHIBHOCTH PeasIH3allii PeLICHHs?

a) AHanu3 poOIeMbI

b) [InannpoBanue pemeHus

¢) Peanmzanus pemenus

19. Kakoii 3Tan pemenus 3aja4 CMCTEMHOTO aIMHHUCTPUPOBAHUS [IPEATIOIaraeT OpeiesieHHe BO3MOXKHBIX ITPUYNH MTPOOIEMBI 1
€€ XapaKTepUCTUK?

a) AHanM3 npoOJIeMBbI

b) [ImarHupoBaHKe pemeHus

¢) Peammsanms pemeHus

20. Kakoii M3 IIepedrCICHHBIX ATAIIOB PEIICHNUS 33/1a4 CHCTEMHOTO aJIMHHUCTPHPOBAHHS SBIISICTCS TOCICAHIM?
a) AHanu3 poOIEeMbI

b) [lmaHUpOBaHME penIeHUs

¢) Peamuzanus pemenus

21. Kakast yrpo3a 6€301MacHOCTH MOKET BOSHUKHYTbH IPU MCIIOJIb30BaHUH CJIA0BIX Maposiei?
a) BupycHas araka

b) ®urmnr

¢) [Tox6op maposis

22. Kakast yrpo3a 6€30MacHOCTH MOKET BOSHUKHYTh MPU OTCYTCTBHUHU PETYJISIPHBIX OOHOBICHUH CHCTEMBbI?
a) [IImnonckoe I1O

b) Bpemonocnoe 10

¢) YTeuka JaHHBIX

23. Kaxast yrpo3a 0€301MacHOCTH MOKET BOSHUKHYTh MPU OTKPBITHH HeOe30MacHbIX BeO-CaToOB?
a) OumuHT

b) BupycHas araka

¢) Pacnpoctpanenue BpenonocHoro [10

24. Kaxast yrpo3a 6€301acHOCTH MO>KET BOSHUKHYTH NIPH HENPaBUIIBHOW KOH(UTYpAILMH CETEBBIX HACTPOEK?
a) locTym K KOH(PUICHIMATEHBIM JTaHHBIM

b) Hapymenne nenocTHOCTH TaHHBIX

¢) CHIDKeHHE TPOM3BOANTEIHLHOCTH CETH

25. Kakas yrpo3a 6e30IacCHOCTH MOXET BOSHUKHYTh ITPU MCIIOJIB30BAHMH HEMLIEH3NOHHOTO MPOrPaMMHOr0 00ecredeHus?
a) YTeuka JaHHBIX

b) Bupycnas ataka

¢) FOpunngeckne npobieMsl 1 mTpadb.

26. Kakast yrpo3a 0€3011acHOCTH MOYKET BOSHUKHYTB [IPY HUCIIOJIb30BaHHUH CIIA0BIX aposieii?
a) Bupychas araka

b) ®ummmar

¢) [Monbop nmapois

27. Kakas yrpo3a 0€30II1aCHOCTH MOKET BOSHUKHYTh IPU OTCYTCTBHH PETYJIIPHBIX OOHOBICHUN CHCTEMBI?
a) llImmonckoe 1O

b) Bpenonocunoe I10

¢) YTeuka JaHHBIX

28. Kakast yrpo3a 0€301MacHOCTH MOKET BOSHUKHYTbh MPU OTKPBITHH HeOe30MacHbIX BeO-CallToB?
a) OumuHT

b) BupycnHas araka

¢) Pacnpoctpanenue BpenonocHoro I[10

29. Kakast yrpo3a 6€30MacHOCTH MOKET BOSHUKHYTH [PU HENPABUIBHOW KOH(PUTYPAILIUK CETEBBIX HACTPOEK?
a) Jloctym K KOH(PUICHI[MATEHBIM JAHHBIM
b) HapyieHue 1eiocTHOCTH TaHHBIX




C) CHkeHue MPOU3BOAUTCIIBHOCTU CCTHU

30. Kaxkast yrpo3a 6€301acHOCTH MOKET BOSHUKHYTH IIPH MCIIOJIb30BaHUH HEJMLICH3HOHHOTO IIPOrPaMMHOT0 o0ecrieueHus?
a) YTeuka JaHHBIX

b) BupycHas araka

¢) FOpunnueckne npobieMsr 1 mTpadbL.

2.2. TunoBble 3aJJaHUA 1J ONCHKH HABBIKOBOI'O 06pa30BaTeJIbHOFO pe3dyjabTaTtra

[TpoBepsiembIii 00pa3oBaTEIbHBIN pe3yIbTaT:

KOZ[ 1 HAMMCHOBAHUC

WHJIUKATOpa JOCTHKEHHS O0pazoBarteNbHbIA pe3yIbTaT
KOMIIETEHIINU
I1K-3.2: IIpoBouT ayaut OO0yuaronuiicss ymeeT:
KOH(pUTypanuu NPUMEHSTh Ha PAaKTHKE CTAaHJIAPTHBIC CPEJICTBA aIMUHUCTPUPOBAHUS OTIEPAIIHOHHBIX
UH(POPMAIUOHHOW CHCTEMBI, CHUCTEM;

BBITIOJIHACT PCITIaMCHTHBIC
paboThI o conpoBokacHuto C

ITK-3.3: Ycranasnuaer, | O0yyaronuiics ymeer:
HACTpaMBaeT M  BBOJAUT B | yCTAaHABJIMBATh U HACTPAWBATH CHCTEMBI YIIPABJICHHUS CalTaMHU;
IKCILTYaTAIHIO CEPBEPHBIE | YCTaHABIMBATH U HACTPAHBATh O0JIAYHBIC CEPBHCHI;

I/IH(I)OpMaI_[I/IOHHBIC CUCTEMBI U
00J1auHBIE CCPBUCHI

TIK-5.1: BoigBisieT U ycTpaHser OO0yJaronmiicst ymeeT:
OIMOKH KOH(UTypannu MPUMEHSTH TEXHOJIOTHH BOCCTAHOBJICHHS JIaHHBIX;
HHPOPMAITMOHHO-

KOMMYHUKAIIMOHHBIX CUCTEM

[1K-5.2: TIpenotBpaiaer norepu | OOyyarouuiicst ymeer:

U IIOBPEXICHUS JAHHBIX B [IPUMEHSTH TEXHOJIOIMU PEIUIMKALMY JaHHbIX.
CepBEPHBIX HH(POPMAITIOHHBIX
CUCTEMAX U CUCTEMAax XpaHEHUs
JIAaHHBIX

3ananue 1.

1. Ycranosute onepannoHHyto cucteMy Windows Ha BUPTyalbHYIO MAIIAHY.

2. CozpnaiiTe HOBOTO TIOJIB30BATENS C OTPAaHWYEHHBIMH TIPaBaMH JOCTYTIA.

3. HactpotiiTe 6e30macHOCTb CHCTEMBI, BKIIFOUUB OpaHaMaylp U anTuBHpycHoe [10.

4. Hactpoiite cereBble napameTpsbl, BKiItodast [P-agpec u DNS-cepsep.

5. Co3pmaiiTe HOBBIH pa3el Ha )KECTKOM JHcKe U oTdopmarupyiire ero B NTFS.

6. HactpoiiTe pacmmpeHHbIe TapaMeTpsl CHCTEMBI, BKJIIOYasi BUPTYAJIbHYIO MAaMTh U (aiiil MoIKauKy.
7. YcraHoBHTE ApaiiBepsl I alllapaTHOTO 00eCTieueHusl.

8. OTKpoliTe KOMaHIHYIO CTPOKY M BEITIOJHUTE CIeAYIONIe KOMaHIbl: ipconfig, ping, tracert, netstat.
9. HacTpoiiTe MmiIaHMpOBIIKMK 33134 Il aBTOMATHYECKOTO BBITIOJIHEHUS 38 JaHHU .

10. Co3paiite pe3epBHYIO KOMUIO CUCTEMBI.

O1leHUBaHHE:

1 Gamt - ycTaHOBKA ONepaliioHHOM cucteMbl Windows Ha BUPTyaIbHYIO MAIIHHY;

1 6asmt - co3gaHre HOBOT'O TOJIH30BATEIS C OTPAaHHYCHHBIMA TIPABAMU JTOCTYTIA;

1 Gast - HacTpoiika O€30MaCHOCTH CHCTEMBI, BKIIFOUast OpaHaMay3p u aHTuBHpYcHOE [10;

1 Gam - HaCTpoO¥iKa CETEBBIX MapaMeTpoB, BKiroudas [P-agpec n DNS-cepgep;

1 Gann - cozmaHue HOBOTO pasjiena Ha )KeCTKOM Jucke u oTdopmatupoBanue ero B NTFS;

1 Gamn - HaCTPOWKA PACHIMPEHHBIX TAPAMETPOB CHCTEMBI, BKJIIOYAsi BUPTYAIBHYIO AMSTh U (paifil MOIKaYKH;
1 Gann - ycTaHOBKA JIpaidBepOB JIJIS alllapaTHOTO 00eCIIeYeHNS;

1 Gann - BeIMOTHEHUE KOoMaH[ ipconfig, ping, tracert, netstat B KOMaHIHON CTPOKE;

1 Gamn - HaCTpOKA TUTAHUPOBINMKA 33129 IS aBTOMAaTHIECKOTO BHITTOTHEHUS 3aTaHUH;

1 6ann - co3naHue pe3epBHOM KOMHUU CUCTEMBI.

3aganue 2.
1. Ycranosute BeO-cepBep Apache Ha BUPTyalbHYIO MallUHY.
2. YcraHoBure U HacTpoiire 6a3y maHubix MySQL.




3. Ycranosute CMS WordPress u HacTpoiite ee st pabotsl ¢ Apache u MySQL.

4. Cozpaiite HOBYI0 TeMmy WordPress 1 HacTpoiite ee BHemHUH Buj ¢ momoinbsio CSS.

5. Cosznaiite HOBBIH TutarnH WordPress, KOTOpbIH 100aBisieT HOBBII (DyHKIIMOHAT K CalTy.

6. Hactpoiite SEO-napameTpsl caiita, BKirouast METaTErH U CCBUIKM HAa COLIMAIbHBIE CETH.

7. Hactpotiite 6e3omacHOCTS caiita, Bkirouas 3amuty oT SQL-nnbeknuii n XSS-aTak.

8. OnTuMIBHpyHTe CKOPOCTH 3arpy3KH CTPAHHUI] CalTa, UCIIONB3Ys KIIINPOBAaHHE U CKaThe (aiiiioB.
9. HactpoiiTe aHamUTHKY caiiTa, ncnonb3ys Google Analytics wim npyrue HHCTPYMEHTEHI.

10. Co3znaiite pe3epBHYIO KOIHIO caiiTa M 0a3bl JaHHBIX.

O1leHUBaHHE:

1 6an - ycraHOBKa BeO-cepBepa Apache Ha BUPTyallbHYIO MaIlIMHY;

1 Gann - ycraHOBKa M HacTpoiika 6a3sl naHHbIX MySQL;

1 6amn - ycranoBka CMS WordPress u HacTpoiika ee aist pabotsl ¢ Apache 1 MySQL;

1 6amn - co3aanue HOBoM TeMbl WordPress u HacTpoiika ee BHEIIHero Bua ¢ momomnsio CSS;

1 6ann - co3nanue HoBoro riarnHa WordPress, KOTopbIil 100aBisieT HOBBIH (DYHKIIMOHAT K CalTY;

1 6amn - HacTpoiika SEO-mapaMeTpoB caifTa, BKIIOUasi METATETH U CCHUIKH Ha COIMAJIFHBIC CETH;

1 Gamn - HacTpoiiKa OE30MaCHOCTH caifTa, BKiIrodas 3amuty ot SQL-unbpeknnit u XSS-arak;

1 6an - onTUMH3ALKs CKOPOCTH 3arpy3KH CTPAHMIL caiiTa, HCIONB3Yys KAIIUPOBaHHE U CkaThe (ailyios;
1 6amn - HacTpoiika aHAMTHKY caiiTa, ucronb3ys Google Analytics wim qpyrue HHCTPYMEHTSI;

1 6amn - co3paHue pe3epBHON KONMHU caiiTa 1 0a3bl JaHHBIX.

3ananue 3.

. 3aperucTpupyiite akkayHT B 00sauHOM cepBruce Amazon Web Services (AWS).

. Cozpaiite BUPTYabHYIO MamHy B AWS, ucmofs3ys onepanuonnyio cuctemy Ubuntu.
. YcranoBure BeO-cepBep Apache Ha BUPTYaJIbHYIO MAILIMHY.

. YcTtaHoBuTe U HacTpoTe 6a3y naHHeIX MySQL.

. YcranoBure CMS WordPress 1 HacTpoiite ee 1uist pabotsl ¢ Apache u MySQL.

. Cozpaiite HOBYIO TeMy WordPress n HacTpoiite ee BHeIIHUH BH[ ¢ moMoIbio CSS.

. Cozpnaiite HOBBIN TIaruH WordPress, KOTOpEIii 700aBIsIeT HOBBIH ()YHKIIHOHAT K CaHTYy.
. Hactpoiite SEO-niapameTpsl caiiTa, BKJAOYast METATETH U CCHUJIKM Ha COLUANIbHBIE CETH.
. Hactpotite 6e3omacHOCTH caiiTa, BKimroudas 3amuTy oT SQL-nabeknnit n XSS-arak.

10. OnTHMHI3HPYHTE CKOPOCTH 3aTPy3KH CTPAHUI] caliTa, UCTIONB3Ys KIIINPOBAHHE U CKaThe (PaiiiioB.
11. Hacrpoiite aHanuTHKY caiiTa, ncnons3ys Google Analytics nin Apyrue HHCTpYMEHTBI.
12. Coznaiite pe3epBHYIO KOMHUIO caifiTa 1 6a3bl JaHHBIX B AWS.

O 01N W K W —

O1ieHuBaHHE:

1 Gann - peructpanus akkayHTa B AWS;

1 6amn - co3ganue BupTyanpHOi MamuHE B AWS ¢ Ubuntu;

1 6ann - ycraHOBKa BeO-cepBepa Apache Ha BUPTyalbHYIO MaIlIMHY;

1 Gamn - ycTaHOBKa M HacTpoika 6a3bl maHHbX MySQL;

1 6amn - ycranoka CMS WordPress u HacTpoiika ee ais padoTsl ¢ Apache u MySQL;

1 6amn - co3ganue HOBOU TeMbl WordPress i HacTpolika ee BHEIIHETo Bua ¢ moMoInbsio CSS;

1 6amn - co3ganue HOBoro TutarnHa WordPress, KoTopsiii 100aBisieT HOBEIH ()YHKIIMOHAT K CalTY;
1 6ann - HacTpoiika SEO-niapaMeTpoB caiiTa, BKJIIOUasi METATETH M CCHUIKH Ha COIMANIbHBIC CETH,
1 Gamn - HacTpoiiKa O€30MaCHOCTH caifTa, BKirodas 3amuTy ot SQL-urbeknunit n XSS-arak;

1 Gamt - onTUMHU3AIS CKOPOCTH 3aTPy3KH CTPAHUI] CaiiTa, UCIIONIB3YS KIIIUPOBAHNE U C)KaThe (paiiiios;
1 Gamm - HacCTpo¥Ka aHAMTHKH caiita, ucmons3yst Google Analytics uiu qpyrue HHCTPYMEHTHI;

1 Gamn - co3gaHue pe3epBHOM KONMH caifTa i 6a3sl JaHHBIX B AWS.

3ananue 4.

. Co3pnaiite TekCTOBBIH (haiin Ha BUpTyanapHOW MaiinHe B AWS.

. Yanure ciy4aifHbIM 00pa3oM HECKOJIBKO CTPOK M3 aiiia.

. BoccranoBuTe ynaneHHble CTPOKH C TOMOLIBIO KOMaH s! git checkout.
. Co3paiite HOBYIO BETKY B PETIO3UTOPHH git.

. Yanure ciy4daifHbIM 00pa30oM HECKOIBKO (aijioB U3 PENO3UTOPHSL.

. Boccranosure ymanenssie ¢aitiisl ¢ moMomnp0 KoMaH sl git checkout.
. Co3paiiTe HOBYIO BETKY B PETIO3UTOPHUH git.

. Crienaiite HECKOIBKO N3MEHEHUH B (paiIax M 3aKOMMHUTHTE HX.

. OTMeHHnTe MoceTHUI KOMMHUT C TIOMOIIBIO KOMaHIBI git reset.

10. CoznaiiTe HOBYIO BETKY B PEIIO3UTOPHN git.

11. CaenaiiTe HECKOJILKO M3MEHEHUH B (haiax u 3aKOMMHTBTE HX.

12. OT™MeHHTe TOCTICAHIE Ba KOMMHTA C IOMOIIbIO KOMaH/bI git reset --hard.

O 01O\ L b Wi —

O1ieHUBaHHE:

1 Ga - co3paHue TeKCTOBOro (aisia Ha BUpPTyaibHOU MarinHe B AWS;




1 Gann - ynaneHue ciry4aliHbIX CTPOK U3 (aiiyia 1 BOCCTaHOBJICHHE MX C TOMOIIbI0 KoMaH bl git checkout;

1 Gan - co3paHre HOBOM BETKH B PEHO3UTOPUH git;

1 6ann - ynaneHue ciy4aiHbIX (aidiIoB U3 PENO3UTOPHUS U BOCCTAHOBJICHHE MX C TIOMOILBIO KOMaHb! git checkout;
1 Gan - cnenath HECKOJIBKO M3MEHEHUH B (haiiiax U 3aKOMMUTHTH HX;

1 6a - oTMEHa MOoCIeIHET0 KOMMUTA C IOMOIIIBIO KOMaHIbI git reset;

1 Gamn - co3gaHne HOBOH BETKH B PEIIO3UTOPHH git;

1 Gamn - caenaTh HECKOIBKO U3MEHEHHH B (paifilax M 3aKOMMHUTHUTh HX;

1 Gaswt - OTMEeHA HOCTIeAHNX JBYX KOMMHUTOB C IIOMOIIBIO KOMaH/BI git reset --hard.

3amanue 5.

1. Co3naiiTe n1Be BUpTyajabHble MAIMHBI B AWS.

2. YcTaHOBHTE U HACTPOMTE HA OJHOM M3 HUX 0a3y gaHHbIX MySQL.

3. Co3paiiTe TabIUILy C HECKOJIBKUMHU 3aMUCSIMH B 0a3¢ JaHHBIX.

4. Hacrpoiite perumnkanuio 6a3sl JaHHBIX Ha BTOPOI BUPTyanbHOH MamuHe ¢ nomouibio MySQL Replication.

5. BHecurte u3MeHeHUs B TaOJIMILy Ha MEPBOH BUPTYaJIbHON MalllMHE M MPOBEPHTE, YTO OHM aBTOMATHYECKH PEILUTUIHPYIOTCS Ha
BTOPYIO BUPTYaJIbHYIO MALINHY.

6. OcTaHOBHTE PEIUINKALIMIO U C/AENAiiTe N3MEHEHNUS B TAOJIUIIE Ha BTOPOH BUPTYaIbHOH MAIlIMHE.

7. Bo300OHOBHTE PEINIMKANNIO W MPOBEPHTE, YTO M3MEHEHHS Ha BTOPOW BHPTYaJFHOW MaIlMHE HE Iepe3alrcanyd W3MEHEeHHs Ha
NEPBOW BUPTYyaIbHON MaIIMHE.

8. CoznaiiTe HOBYIO TaOJIMIly Ha MEPBOH BUPTYaJbHOM MAaIIMHE U IPOBEPHTE, IYTO OHA aBTOMATHYECKH PETIMIUPYETCS Ha BTOPYIO
BUPTYaJIbHYIO MAIIUHY.

9. Ynanute Tabnuiyy Ha EpBOM BUPTYyalbHON MallIWHE M MIPOBEPHTE, YTO OHA aBTOMATHUYECKH yIANeTCs] Ha BTOPOH BUPTYalbHOU
MaIluHe.

10. OcTaHoBUTE PEIUIMKALMIO U YAAIUTE TaOJIUIly Ha BTOPOH BUPTYyaJIbHOI MalllMHE.

11. Bo300HOBUTE peIMKAIMIO ¥ IPOBEPHTE, YTO TabJIMIa Ha BTOPOW BUPTYyaIbHOW MalllMHE aBTOMAaTHYEeCKU BOCCTaHABINBACTCS U3
MepBOM BUPTYaAJIbHOW MAILMHBI.

O1ieHuBaHueE:

1 Gamn - co3gaHne NBYX BUPTYaIbHBIX MamIiH B AWS;

1 Gamn - ycTaHOBKa M HacTpoiika 06a3bl qaHHbEIX MySQL Ha oHOW U3 BUPTYaIbHBIX MAIIUH;

1 6amn - co3paHue TaOIHUIBI C HECKOIBKUMHE 3aIHCAME B 0a3e TaHHBIX;

1 Garmt - HacTpo¥iKa perUKanuy 0a3bl JaHHBIX Ha BTOPOU BUPTYyaIbHOI MammHe ¢ moMotbio MySQL Replication;

1 Gamn - mpoBepKa aBTOMAaTHYECKOH PEeIUIMKAllMK H3MEHEHUH 13 epBOH BUPTYaJbHON MAIIMHEI HA BTOPYIO;

1 6ann - ocTaHOBKA PEIUTUKAIINM U U3MEHEHHS TaOJIUIIbI Ha BTOPOH BHPTYaIbHOM MaIlliHE,

1 Ganmn - mpoBepka, YTO M3MEHEHHs Ha BTOPOIl BUPTyaJbHOW MallWHE HE Iepe3anucanyd M3MEHEHHS Ha NepBOM BHPTyalbHON
MaIluHe;

1 6ann - co3gaHne HOBOM TaOIMIIBI HA TEPBOI BUPTYAIbHONW MaIllMHE U IPOBEPKA aBTOMATUYECKOH PeIINKaIiy Ha BTOPYIO;

1 Gann - ypaneHne TaOuIUIBI Ha IEPBOIT BUPTYaIbHON MallIMHE U IPOBEPKa aBTOMATHYECKOTO YAAJICHUS Ha BTOPO;

1 6an - ocTaHOBKA pEINIMKAINK U ylaJIeHHe TabIMIbl Ha BTOPOH BUPTYaIbHOW MallNHE;

1 Gamn - mpoBepKa aBTOMaTHYECKOT'0 BOCCTAHOBJICHUS! TAaOJINIIBI HA BTOPOH BUPTYaJIbHOW MaIlIMHE U3 NEPBOH MOCIIE BO30OHOBICHNUS
PEILIMKALHH.

T1K-3.2: [IpoBogut aymur | OOyJaromuiics Bjaageer:

KOH(UTypannu HaBblkamMu OOHOBIICHHME TIPOrpaMMHBIX KOMIOHEHTOB CHCTEMBI, BKJIIOYas IIIaTGOpPMY
HHPOPMAITMOHHON cuctemsl, | 1C:IIpennpusitue v NpUKIaJHbIE PEILIEHUS.

BBINOJTHSAET perIaMeHTHbIE

paboTsI 1o conpoBokaeHuo NC

T1K-3.3: VYcranasnuBaer, | OOy4aronuiics BiaajaeeT:

HacTpaWBaeT ¥  BBOJAUT B

HaBBIKaMU TOAKIIIOYCHNS 1 aIMIHHUCTPUPOBAHHS CETEBOTO 000PYIOBAHHS;
SKCIUTyaTaluio CEpBEPHBIE

WHPOPMAIMOHHBIE CHUCTEMBI U
00JTaYHBIC CEPBUCHI

[IK-5.1: BwisBnser n ycrpanser | OOy4aromuiics Bjageer:
OLINOKH KOoH(pUrypaunu

nH(pOpMaMOHHO-

HMECT OIIBIT pa6OTI)I C CCTECBbBIMU JUATHOCTUYCCKHUMU CPEACTBAMU, KOTOPBIC ITO3BOJIAIOT
KOMMYHUKAIIMOHHBIX CUCTEM

YCTPaHsTh HENOJIAAKK B KOMIIBIOTEPHBIX CETX,

TIK-5.2: IIpenoTBpamaet motepu | OOy4arouIuiics BiaajaeeT:
Y TIOBPEXKICHUSI JAHHBIX B

CCPBCPHBIX I/IH(i)OpMaIII/IOHHLIX
CHUCTEMAX U CUCTEMAaX XpaHCHUSL
JaHHBIX

OTIBITOM Pa0OTHI CO CPEACTBAMH IOAJCPKKH OE30MacHOCTH JAHHBIX M 3aIIUTHI CHCTEMBI OT
BHEIITHUX yTPO3.




3ananue 6.

1. Ckauaiite nocneastoro Bepcuto miardopmsl 1C:IIpennpusrie ¢ opunmansHOro canTa.

2. 3amycTuTe yCTaHOBKY IU1aT(dopMbl U BeIOepuTe onuuio "OOHoBIEeHUE" .

3. Y0enurech, 4TO Ha KOMIBIOTEPE YCTAaHOBJICHA TPEIBIAYINAs BEPCUS IUIaTOPMBI U BEIOEpUTE ee JUIst OOHOBIICHHSI.

4. lo>xxanTech 3aBepLICHUs Mpoliecca OOHOBIICHUS U 3aIlyCTUTE TIaThOpMY.

5. IIpoBepsTe, ITO BCE MPHKIIAIHBIEC PEIICHNS, KOTOPBIC OBUTH yCTAHOBIICHBI HA MPEIBIAYIIEH BEpCUHN IaTPOPMBI, TAKKE PabOTaIOT
Ha HOBOH BEPCHUHU.

6. Eciin Bo3HUKIH TIPp0OIeMBI ¢ paOOTON MPUKITATHBIX PELICHNH, BEIIOHUTE OOHOBIICHHE ATHX PEIICHHUM.

7. [IpoBepbTe, UTO BCe HACTPOMKH M TaHHBIE, CO3AaHHBIC Ha MPEABIYIICH BepCHH IIaT()OPMBL, COXpAaHEHBI B TOCTYITHEI HA HOBOM
BEPCHH.

8. IIpoBeprTe, YTO MPOU3BOANUTENBHOCTh CUCTEMBI HE YXY/IIMIIACH TT0CIe OOHOBIICHHMSI.

9. IlpoBepkTe, uTO BCe (hyHKIMOHATBHBIE BO3MOXKHOCTH IIaT(OPMBI U MPUKIIAIHBIX PEICHUI pab0TalOT KOPPEKTHO.

10. 3amycTuTe npoueaypy CO3aHusl pe3epBHON KOITMH JaHHBIX M yOEUTECh, YTO OHA BHIMOJHSETCS 0€3 OLIMOOK.

O1ieHUBaHHE:

1 6amn - ckaunBanue nocienrert Bepcun miardopmsel 1 C:IIpennpusarue ¢ opumaasHOTO caiiTa;

1 Gamn - 3ammycK ycTaHOBKH IIaTGopMbl 1 BEIOOp onmnu "OOHOBIEHHE";

1 6amn - ycremHoe 0OHOBIICHUE MPEABIAYIIEH BEpCHH TUIAT(GOPMBI;

1 6amn - 3amyck wiaTGopMbl ¥ IPOBEPKa pabOTOCIIOCOOHOCTH NMPUKIIAJHBIX PEIICHNUH;

1 6a - 0OHOBIIEHME MPUKIIATHBIX PEHICHUH IPH HEOOXOAUMOCTH;

1 6ann - mpoBepka COXpaHEHHUs] HACTPOEK U TAaHHBIX Ha HOBOW BEPCHH IIAT(OPMBI;

1 Gat - mpoBepKa OTCYTCTBUSA YXYAUICHHS IPOHU3BOIUTCIBHOCTH CHCTEMBI,

1 6ast - mpoBepKa KOPPEKTHOM paboThI BceX (DYHKITMOHAIBHBIX BO3MOXKHOCTEH TIAT(OPMBI M MIPUKIIATHBIX PEIICHHIA;
1 Gast - 3amycK MPOLEAYPhI CO3AAHUS PE3CPBHOM KOMHMH JaHHBIX 0€3 OIIHOOK.

3ananue 7.

3aganne Ha 40 MUHYT JJsl CTYZAEHTOB HampasieHus moarotoBku "[lpukiagnas wuHpopMaTHka', TpOBepsIOllee yMEHHE
MOAKIIOYAThCS U aIMUHUCTPUPOBATH CETEBOE 000pYI0BaHUE!

1. [TogxirounTe KOMIBIOTEP K MapIIpyTH3aTOPy Yepe3 KOHCOIBHBIH MOpPT.

2. Hactpoiite 6a30BbIe mapaMeTpsl MapIIpyTU3aTopa (UMs YCTPOUCTBA, TAPOIh HAa JOCTYH K YCTPOUCTBY).
3. Hactpotite [P-anpec Ha uHTEpdeiice MapmpyTH3aTOpa.

4. [IpoBepbTe CBSI3b MEXKAY KOMIIBIOTEPOM U MapIIpyTH3aTOPOM.

5. Coznaiite VLAN Ha mapiipyTuzaTope.

6. Hactpotite mapmpytuzanuio mexxay VLAN Ha MapripyTuzarope.

7. Iloaxki0uuTe BTOPON KOMITBIOTEDP K MapIUIPyTH3aTOPY U HacTpoiite IP-anpec Ha ero uarepdeiice.

8. IIpoBeprTe CBA3D MEXIY ABYMS KOMIIBIOTEpAMH Yepe3 MapIIpyTH3aTOP.

9. HactpoiiTe mapiipyTtuzaTop As goctyna B UHTepHeT.

10. TTpoBepsTe qOCTYNMHOCTH MIHTEpHETA € ABYX KOMIBIOTEPOB Yepe3 MAPIIPYTHU3ATOP.

OueHuBaHUE:

1 Garmt - MOIKITIOYeHHE KOMIIBIOTEpa K MapIIpyTH3aTOPy Yepe3 KOHCOIBHBIH MOPT;

1 Gamt - HacTpoiika 6a30BBIX TApPAMETPOB MapIIPYTU3ATOPA;

1 6amn - HacTpoiika [P-anpeca Ha mHTEpdetice MapmpyTH3aTOpA;

1 Gann - mpoBepKa CBA3M MEXy KOMIBIOTEPOM U MapIIpyTH3aTOPOM;

1 6ann - coznanre VLAN Ha MapuipyTu3aTope;

1 Gann - HacTpoiika MapmpyTruzanuu Mexay VLAN Ha MapmipyTuzatope;

1 Gann - MoAKJIFOYEHNE BTOPOTO KOMITBIOTEpa K MapIIpyTHU3aTOpy U HacTpoiika IP-aapeca Ha ero unatepdeiice;
1 Gamn - mpoBepKa CBSA3HM MEXIY ABYMS KOMITBIOTEpaMH depe3 MapIIpyTH3aTop;

1 Gann - HacTpoiika MapIIpyTHU3aTopa AJis AocTyna B UHTepHeT;

1 6ann - mpoBepka ocTynHOCcTH VIHTEpHETa ¢ IBYX KOMIIBIOTEPOB Yepe3 MapIIpyTH3ATOP.

3amganue 8.

1. HacTpoiiTe 1Ba KOMIIbIOTEpPA B OJIHY JIOKAIBHYIO CETh.

2. TIpoBepbTe CBSA3h MEKITY KOMIBIOTEPAMH C TIOMOIIBIO YTHIIUTHI Ping.

3. MByuurte TabJIMIly MapIIPyTH3AIMHA Ha KaXKJI0M KOMIIBIOTEPE ¢ TOMOIIBI0 KOMaH I route print.

4. Onpenenurte, KaKOW KOMIIBIOTEP ABISAETCS IITIO30M MO YMOTYaHHUIO.

5. M3mennTe TaOnuIly MapuIpyTH3aldi Ha OJHOM W3 KOMITBIOTEPOB TaKUM 00pa3oM, 4TOOBI BeCh TpahHK HAIpPaBIILICS
yepes Ipyroil KOMIbIOTEp.

6. IIpoBepbTe CBsI3b MEXIY KOMIIBIOTEPAMH MTOCIIE U3MEHEHHMS TaOIIHIIBI MAPIIPYTHU3ALHN.

7. 3yunTe cocTosiHnE CeTeBbIX HHTEP(EiCOB Ha KaXKIOM KOMIIbIOTEPE ¢ IOMOIIIBI0 KoMaH b! ipconfig /all.
8. Onpexenunte, Kakoi KOMITBIOTEP UMEET MPOOIIEMBI C CETEBBIM HHTEP(PEHCOM.

9. Pemmre npoGiiemy ¢ ceteBbIM nHTEpdEiicoM Ha BEIOpaHHOM KOMIIBIOTEPE.

10. ITpoBepbTe CBsA3b MEX/Yy KOMIBIOTEPAMH TI0CIIE PEIICHHS IPOOJIEMBI C CETEBBIM HHTEPEHcoM.




O1ieHUBaHHE:

1 Ga - HacTpoiiKa JBYX KOMITBIOTEPOB B OJIHY JIOKAJIEHYIO CETh;

1 Gan - mpoBepKa CBSA3M MEXK/Ly KOMIBIOTEPAMH C TOMOLIBIO YTHIIUTHI ping;

1 6an - u3ydeHue TabIMIBl MapIIPyTU3AIMU HA KaXKI0M KOMITBIOTEPE C OMOIIBIO KOMaHIbI route print;

1 6aJut - onpeneseHe NUI03a 10 YMOTYaHHIO;

1 6aut - I3MEHEHHe TaOJIMIBI MapIIPYTHU3ALUH HA OTHOM U3 KOMITBIOTEPOB;

1 GaJut - IpoBepKa CBA3M MEXIY KOMIIBIOTEPaMH I10CIIe H3MEHEHNUS TaOJIHLBI MApPIIPy TH3ALIH;

1 Gamn - H3y4eHHe COCTOSIHHSA CETEBBIX MHTEP(EHCOB Ha KayKIOM KOMITBIOTEpE C MMOMOIIBI0 KoMaHAH! ipconfig /all;
1 Gamn - onpeneNeHHE KOMITBIOTEPA C MPOOIIEMOH ¢ CETEBBIM HHTEp(eiicoM;

1 6ann - perenne mpoOIeMbl ¢ ceTeBBIM HHTEp(deiicoM Ha BEIOpaHHOM KOMIIBIOTEDE;

1 Ga - mpoBepKa CBS3M MEXIy KOMIBIOTEpAaMH MOCIIE PELICHUS TPOOIEMBI ¢ CETEBBIM HHTEpdeiicoM.

3amanue 9.

. Hactpoiite n1Ba KOMIbIOTEpPa B OAHY JIOKAJIBHYIO CETh.

. YcraHoBHTE Ha 00a KOMIIBIOTEPA aHTUBUPYCHOE IIPOTPAMMHOE 00ECIIEUCHHUE.

. 3aIycTuTe CKAaHNPOBAHUE HA BUPYCHI HA 000OMX KOMIBIOTEpPAX.

. I3y4nTe oT4eTHI 0 CKAaHMPOBAHUU M HAWANTE OOIIUE ySI3BUMOCTH B CHCTEME.

. YcraHoBuTe OpaHaMaysp Ha OJHOM 13 KOMIBIOTEPOB.

. IIpoBepbTe, uTO OpaHaAMay3p paboTaeT KOPPEKTHO, 3a0IOKHMPOBAB JOCTYII K ONPEAEICHHBIM MOPTaM.

. IlonbITaiiTech MPOBECTH aTaKy HAa KOMIIBIOTEP C YCTAaHOBIICHHBIM OpaHIMay3poM, HUCIIOIb3YS YTHINTY nmap.
. 3yuure noru Opanamayspa v onpeeluTe, Kakue MopThl ObUIM 3a0JIOKMPOBAHBI B pe3yJIbTaTe aTaky.

. YCTaHOBHTE Ha JIPYrOM KOMITBIOTEPE CUCTEMY MOHUTOPUHIA COOBITHI O€30MacHOCTH.

10. TIpoBeauTe aTaky Ha 3TOT KOMIIBIOTEP, UCTIONIB3Ys YTHIUTY Metasploit.

11. V3y4nTe J1IOTH CHCTEMbI MOHUTOPHHTA COOBITHI O€30MaCHOCTH U OTIPEACIINTE, KaKue COOBITHS ObLIIH 3aMKCUPOBAHBI B
pe3ynbTaTe aTaku.

12. Pemite o0miye ys3BUMOCTH B CHCTEME HA 000MX KOMITBIOTEPaX.

13. IIpoBepbTe CBA3b MEXKITY KOMIBIOTEPAMH TOCIE PELICHHUS O0IINX YA3BUMOCTEH.

O 0NN N bWk —

OneHuBaHUE:

1 6asn - HacTpoiiKa BYyX KOMITBIOTEPOB B OJIHY JIOKAIBHYIO CETh;

1 Gamn - ycTaHOBKa aHTHBHPYCHOTO IIPOTPaMMHOTO oOecrieueHHs: Ha 00a KOMITBIOTEPa;

1 Gann - 3aIyCcK CKaHMPOBAHUS HA BUPYCHI HA 000MX KOMIIBIOTEPAX;

1 6asn - u3ydeHue OTYETOB O CKAHMPOBAHUH U HaXOXKACHUE OOIIUX YsI3BUMOCTEIl B CHCTEME;

1 Gann - ycTaHoBKa OpaHaMayspa Ha OJHOM U3 KOMIIBIOTEPOB;

1 Gann - mpoBepka KOPPEKTHOM paboThl OpaHaMayIpa U OJIOKUPOBKA JIOCTYIIA K ONPEAeIEHHBIM MOPTaM;

1 6asn - mpoBe/ieHNe aTakk Ha KOMITBIOTEpP C YCTAaHOBJIEHHBIM OpaHAMay pOM M U3ydYeHHE JIOTOB;

1 6asn - ycTaHOBKA CUCTEMBI MOHUTOPUHTA COOBITHI O€30MACHOCTH Ha PYrOM KOMITBIOTEPE;

1 6asn - mpoBe/icHHE aTaKK HA STOT KOMITBIOTEP U U3YyYCHHUE JIOT'OB CUCTEMbl MOHUTOPUHTA COOBITHI 0€30MaCHOCTH;
1 6asn - penienne 00OMIMX YA3BUMOCTEH B CHCTEME Ha 000MX KOMITBIOTEpaXx;

1 Ga - mpoBepKa CBSA3M MEX/Iy KOMIbIOTEpAaMH MOCJIE peleHus 00INX YsI3BUMOCTEH.
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2.3. IlepeyeHb BONPOCOB 1JIsl MOATOTOBKH 00y4al0IIUXCs K MPOMEKYTOYHOM aTTeCTAlNU

BBeneHre B KOMITBIOTEPHBIC CETH

OcHoBsl TexHONOrHH Ethernet

Crex nporokonoB TCP/IP. IP-anpecanus

Cpensl epe1ayul JaHHBIX.

Crannapter EIA/TIA.

ANTOpPUTMBI pa0OTHI MOCTOB, KOMMYTAaTOPOB ¥ MapIIPyTH3aTOPOB.
Cetessle cayx0s1 DHCP u DNS.

Cityx0b1 (yHKIMOHMpOBaHus Active Directory.
AIMHUHUCTpUPOBaHKE (aMIIOBBIX CHCTEM M 0a3 TaHHBIX
Be6-ciyx0Os1. [Ipokcu-cepsepa. daitioBbie cepBepa
PacnipenencHHabie MHPOPMALIMOHHBIC CHCTEMBI.

Tunel 00a9HBIX BEIYHUCICHUH.

Brenpenne u HacTpoiika 00JaYHBIX CEPBHCOB.

[NonknroueHue nHGOPMAIIMOHHON CUCTEMBI K y3IIy OTIepaTopa CBs3u.
[Tonck m nuarHocTHKa OMHUOOK.

bazoBas Mmozenb morcka onmooK, 3a1a91 U MpoOaeMbl KOH(OUTYpATTHH.
AIMUHUCTPUPOBaHUE IIECHTPOB 00paOOTKU TaHHBIX

Cucremsbl ynpasieHus caiitom (CMS).

CucreMbl BHICOKOH(DEpEHITHH.




20. Cucrembl OpraHu3aluy JUCTAHIHOHHOTO O0Y4EHHs M TECTUPOBAHMS.

21. Cuctembl yaIEHHOTO AOCTYIA U YIPABICHUS

22. Cucremsl yrpasieHus caiitom (CMS). Ycranoska CMS Wordpress. OcHoBHO# (hyHKIMOHAI. PadoTta ¢ madaoHaMH.
23. Cucrewmsl ynpasnenus caiitrom (CMS). YcranoBka CMS Joomla. OcHoBHO#t pyHKITHOHAN. CHicTeMa OTIaKH OITHOOK.
24. BcrpoeHHas I04TOBas cucteMa. MoIynu JUIsl pacIIMPEHHBIX HACTPOEK.

25. Cucremy ympasnenus caiitom (CMS). 1C-burpuxkc. Co3ganne mporpaMMUpPyeMbIX MOAYJEH 1 MIa0JI0HOB KOHTEHTA.
26. Cuctembl BumeokoH(pepeHnuii. Y craHoBka u HacTpoiika BigBlueButton, Jitsi.

27. VHCTpyMEHTHI aHaIM3a CETEBOT0 Tpaduka

28. MHcTpyMeHTHI aHanM3a MexceTeBoro Tpaduka. Hactpoiika MeXCeTeBbIX SKPaHOB.

29. Ananmz ysa3BHUMOCTEH MH(POPMAIIMOHHBIX CHCTEM M BEIYHCIUTEIBHBIX CETEH.

30. MexaHH3MBI IPOKCHPOBAHHUS.

31. TexHOIOTHH BUPTYAIbHBIX 3AIIUIICHHBIX KAHATIOB CBS3H.

3. MeTtoauyeckue MaTepuabl, ONpeaessiole Npoueaypy U KpUTepuu oleHnBaHUs
c¢(popMUPOBAHHOCTH KOMIIETEHINIi MPHU NPOBeIeHUH MPOMEKYTOUYHOMH aTTeCTAlUI

KpnTepnn (l)OpMHpOBaHI/IH OLICHOK 110 0TBE€TAM Ha BOINIPOCHI, BLINMMOJHCHHUIO TECTOBBIX 3agaHui

- OLECHKA «OTJIMYHO» BBICTABISCTCS OOYYArOIIEMYCs, €CIHM KOJIMYECTBO IPABHJIBHBIX OTBETOB Ha
Borpockl coctaisier 100 — 90% ot obmiero o0bEMa 3a1aHHBIX BOIIPOCOB;

- OLICHKA «XOPOII0» BHICTABISIETCS 00YJaIOIEMYyCsl, €CIIH KOJIMYECTBO MPABHIBHBIX OTBETOB HA BOTIPOCHI
— 89 — 76% ot obmiero o0bEMa 3aJaHHBIX BOIIPOCOB;

- OIIEHKA «yIOBJIETBOPHUTEJBHO» BBHICTABISCTCS OOYYAIOMIEMYCs, €CIH KOJMYECTBO IPaBHIBHBIX
OTBETOB Ha TeCTOBbIE BONPOCHl —7/5—60 % oT 001mero o6bpEéma 3a1aHHBIX BOIPOCOB,;

- OLICHKA «HEYAOBJIETBOPHUTEJbHO» BBICTABIIICTCS OOYUYArOIIEMYCsl, €CIM KOJMYECTBO IPABHIIBHBIX
oTBeTOB — MeHee 60% oT 001ero 00bEMa 3aIaHHBIX BOIIPOCOB.

Kputepun ¢popMupoBaHusi OCHOK 0 pe3yJIbTaTaM BBINOJIHECHHUA 3aJaHUI

«OTIAMYHO» — CTABUTCSA 32 pabOTY, BHIIOJHEHHYIO ITOJIHOCTHIO 0€3 OMMOOK U HEJJOYETOB.

«Xopomio» — cTaBUTCS 32 PadOTYy, BBIMOJHEHHYIO TIOJHOCTBIO, HO TIPU HAJMYUU B HEH He Oosiee OJHOM
HErpy0oii OITMOKY U OJTHOTO HeJoueTa, He O0Jiee TPeX HEJ0UETOB.

«Y10BJIETBOPHUTEIBHO» — CTABUTCS 33 pabOTYy, €CiIi 00YJaOUIHICs MTPaBUILHO BBITIOIHWI HEe MeHee 2/3
BCei paboThl WM JOMYCTUJI HE OoJiee OHOM TpyOOl OMIMOKK M JABYX HEIOYETOB, HE Oojiee OgHOM rpy0oil u
oJIHOH Herpy0oii omubOku, He OoJiee TpeX HErpyObIX OMIMOOK, OTHON HErpyOoil OMMOKY U JBYX HEAOUETOB.

«Hey10BJIeTBOPUTEIBHO» — CTaBUTCS 32 PadOTY, €CIM YHCIIO OMIMOOK W HEAOYETOB MPEBBICHIIO HOPMY
JUTSL OLIEHKH «yJIOBJIETBOPUTEIHHO)» WIJIH MTPABUIBHO BBITOJIHEHO MEeHee 2/3 Bcelt paboThl.

Buowvr owubox:

- 2pybOble OwmubKU: He3HAHUe OCHOBHBIX NOHAMUL, NPABUL, HOPM, HE3HAHUEe NPUEMO8 PEeueHUs 3a0ay;
OWUOKU, NOKA3bLEAIOWUE HENPABUTILHOE NOHUMAHUE YCI08UsL NPEOTIOHCEHHO20 3A0AHUSL.

- Hezpybble OwUOKU: HeMOYHOCTU YOPMYTUPOBOK, OnpedeileHull; HepayUOHAIbHbIL 8b100p X00a peuleHus.

- He0oUembl.: HepayUOHAIbHbIE NPUEMbL BLINOIHEHUS 3A0AHUsL, OMOETbHbLE NOZPEUHOCMU 8 YOPMYTUPOBKe
8b160008, HEOPEHCHOE BbINOTHEHUE 3A0AHU.

Kpurtepun ¢popmMupoBaHusi OEHOK 110 IK3aMeHY

«OTIMYHO/32YTEHO» — CTYIEHT NpuoOpes HeoOXOIMMble YMEHHUS U HAaBBIKHM, MPOIAEMOHCTPUPOBAI
HaBBIK MPAKTUYECKOT'O MPUMEHEHHUS IOJTYYEHHBIX 3HAHUHN, HE JOMYCTHII JIOTUYECKHX M (PAKTUYECKHUX OIIMOOK

«Xopo1o/3a4TeH0» — CTyIEHT NpHoOpes He0OXOAUMbIE YMEHHUS U HaBBIKH, IPOAEMOHCTPUPOBAI HABBIK
MPAKTUYECKOTO IPUMEHEHUS MOIYUYE€HHBIX 3HAHUH; TOMYCTUI HE3HAYUTEIbHBIE OINOKU U HETOYHOCTH.

«Y10BJIETBOPHUTEJIBHO/32a4TEHO» — CTYACHT JOMYCTHJI CYIIECTBEHHbIE OIINOKH.

«HeynoBJ1IeTBOPUTEILHO/HE 324TE€HO» — CTYJCHT JIEMOHCTPUPYET (parMeHTapHbIE 3HAHUS U3y4aeMOro
Kypca; OTCYTCTBYIOT HEOOXOIMMBbIE YMEHMSI U HABBIKHU, IOMYILEHBI TPyObIe OLIMOKH.
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